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Answers to questions are to be given only in English except in the case of candidates '
. A who have opted for Hindi Medium. If a candidate _has not opted for Hindi medium, .
~ his/her answers in Hindi will not be valued.
- Question No. 1 is compulsory. -_

Candidates are also required to answer any five ciuestibnS' from the remaining six questions.

__M-srks
1 XYZEcom Ltd is establlshmg anE-commerce jjlatforrn'ré enable business
tr) customer (B2C) _pr.o.c.éss on~11neTh1s ﬁlar'fdﬁiir Wiil"offér sarfé j:i""ntég:rated '
supply process by .e-linkjng: suppliers, custdrriet_‘s.and bankers / Tf)aymsnt‘
-grlt'évs}ays.. The comﬁaﬁy pfoposes to keep the systenr 24 x 7 working ové_r- |
'intemét. All Conceméd will be _first' régisrered- with the databases :o-f the
company. All the.data shall be srpred aCross Servers on intenret based- cloud

environment in a secured manner.

~ Read the above carefully and answer the following :4
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“If the -‘employees of the company are allowed to use personal devices

5

o " such as laptop, smart-phones, tablets etc. to connect arid access the data, - ©

EOR

@

RO

- what could be the security_fisk's'} ihvfc_)lv_ed ? Classify and elaborate such

v

risks.

What are the édvantages of using cloud computing envjilfonmer._ltv‘-? o

In this company, what are your fuxiétions 'a's'an_'IS' auditor ?

List and explain the advantages of using corit_inuous -audit techniques

i IR

” fbr the preposed system o

‘MIS sUppoﬁ's_the,manager_s at different levels to take deci.s.ionsfto.

fulfill the organizational goal.s.’:Expla‘ﬁn‘.the “'_rnajor 'ehafacteristics of -

B MIS to achieve these goéls.r |

®

Explain the. various pla_ns .that_ll'eed to be des_ighed for Business =

- Continuity Manag.clﬁeﬂt-_ R

IT has to provide critical inpufé to.meet the information needs. of all the

stakeholders.’ Deﬁne IT Goirefnance and list _out-'its benefits. . . .

~ MRT
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What is the role of IT in enterprises ? Explain the different lévéls of 6

managerial activity in an enterprise.

You have b‘é__eﬂ 'a:s‘sdciated: W-i‘th'a"-system. analysis team. Describe the

 important factor_s_.that you Will ctméider while’ desighihg user input

"~ forms.

©

Brieﬂy': desCribe_tHe'kéy management practices provided by COBIT 5

* for ensuring IT compliances. -

. ©

. ¥

(a) ‘Crimes are committed by using computers and can damage the-

 reputation, morale and even the existence of an organization.’ What are

ihe_ problems do you think that any organisation can face with the result

of computer crimes ?

What are the factors influencing an organis'ation towards controls and 6

- audit of computers ? -

As a member of IS Steering Committee, how do you classify the

information for better integrity and élecurity 7.

" MRT . p1O.
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5. (a) What is meant by ‘Information Security Policy“? “What are the ¢ -
~components of a good security policy ? - - |
(b) - Describe the categories of tests that a pr_'o_g_ra_mmer. t_ypic‘.ally_performs_ 6
~ ona program unit; |
| (c) AsperlT ('Am_ended) Act, 2008, describe the power'to make the rules 4

_ ‘ by Central Government in respect of Electronic Signature. |

6. (a) As an IS auditor, what are the environmental c'o'ri_trols' verified by you, 6
while conducting physical inspections 7
(b). "'What is the need for an expert systém in an organ'i:zation_? What are its 6

" benefits ?-

©) Desérib_e thé'Ser\-f'iCé'st_rateg'y of ITIL framework. -~~~ 4
7. Writ_e'sho_rt notes on any four of the following : . U 4xg
| | =16

(a). Objectives of IS audit.
() Metrics of risk maﬁagerﬁent.
© SDLC
@ l;hird party' éité for backup and recc')verf.

- (e) Compo-r.lents of ERP mbdel.
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